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Email phishing is a prevalent form of cyberattack that relies on deceptive emails to trick recipients into taking specific actions, such as clicking on malicious links, downloading attachments containing malware, or divulging sensitive information. Email phishing is one of the most common forms of phishing
attacks. Attackers send fraudulent emails that appear to come from legitimate sources, such as banks, social media platforms, or government agencies. These emails often contain links or attachments that lead to malicious websites or download malware onto the victim's device. For this Campaign, we put

Step 3: See the Results

ourselves in the position of any emall attacker to learn and understand how easy it can be done. These are the basic elements, tactics and tools involved in our Phishing Campaign.

Step 1: Getting a VPS and Gophish Tool Step 2: Playing with Gophish

- VPS stands for Virtual Private Server - Gophish website: - Gophish Dashboard features:

- Created by partitioning a physical server into multiple - Well-made and user-friendly - Track and_monitor_ campaign activities
isolated virtual servers - Intuitive design - Vlew email r(_eceptlo_n times and dates
- Each VPS operates independently with dedicated CPU, - Clear navigation - Monitor email openings

RAM, storage, and network bandwidth - Seamless functionality - Trac!< clicked !mks

- Utilized Akamai Linodes to rent a Debian 64bit Ubuntu OS - Easy for newcomers to try out and play with - Monitor submitted data

- Provided a Public IP address Edit Sending Profile Dashboard

- Connected via SSH access
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- Sending Profile:
- Gophish: open-source phishing framework = - Allows selection of email provider

- Designed for security professionals and penetration testers and SMTP server

- Simulates phishing attacks to assess awareness within | | - Determines sender appearance
organizations B {0 recipients

- Allows creation and customization of phishing campaigns - Helps in avoiding detection as a
- Features realistic phishing emails, convincing landing phishing scam by using familiar

- User's perspective:
- Receives emall resembling an important message from a professor
- Outlook's features highlight potential phishing scams
- Users can easily recognize suspicious emails

pages, and configurable attack parameters email sources
- Installation Process: - Email template creation: oot fegndingTou Project eremanc
- Visit Gophish.com - Designed to resemble an important email from a professor
- Copy the latest Linux version - Mentions a student's poor performance in the course  msodonste
- Use "wget + URL" command on VPS to download - Urges immediate contact with the professor via a link in the template
- Make program executable with "chmod" command - Created using HTML to customize appearance and layout

2 root@localhost: ~/Gophish x + ~

Edit Template Edit Landing Page

Expanded Security Maintenance for Applications is not enabled.

11 updates can be applied immediately.
8 of these updates are standard security updates.
To see these additional updates run: apt list —upgradable

Enable ESM Apps to receive additional future security updates.
See https://ubuntu.com/esm or run: sudo pro status

FIU login
@ Import Site

Last login: Fri Apr 12 083:53:57 202U from TIOHIaT s =
root@localhost:~# 1s

root@localhost:~# cd Gophish/

root@localhost:~/Gophish# 1s

config. json gophish_admin. key README . md
gophish_admin.crt gophish.db LICENSE VERSION

- Attacker's perspective:

- Instantly collects users' credentials

- Gains insight into users' device type, OS version, and browser
Information upon link click

root@localhost:~/Gophish# ./ gophish

—bash: ./: Is a directory

root@localhost:~/Gophish# ./gophish

time="2020—-0U-14TR1:43:02Z" Llevel=warning msg="No contact address has been configured."
time="202U-0U-1UTE1:U3:02Z" level=warning msg="Please consider adding a contact_address entry in your config.json"
goose: no migrations to run. current version: 28220321133237

time="202U—-0U-1UTO1:U3:02Z" level=info msg="Starting admin server at https://8.0.8.8:3333"
time="202U-04-14TO1:U43:02Z" level=info msg="Background Worker Started Success fully — Waiting for Campaigns"
time="2020—-0U-1UTR1:43:02Z" level=info msg="Starting IMAP monitor mana ger"

time="202U-0U-1UTE1:U3:02Z" level=info msg="Starting new IMAP monitor for user admin"
time="202U0-0U-1U4TO1:U3:02Z" level=info msg="Starting phishing server at http://0.8.0.8:80"

- Add subjects' emails to Users Group section
- Create landing page:

- Resembles FIU login page

- Provides convincing appearance for authenticity
- Phishing campaign is ready to start

Please sign
in

REFERENCES: Phishing For Dummies, Cisco Special Edition, Published by John Wiley & Sons, Inc.; GitHub; Youtube Screeck, Youtube I.T Security Labs.

By understanding these basic principles of email phishing, individuals and organizations can better recognize and mitigate the risks associated with phishing attacks. Implementing cybersecurity best @ ' O u e ’a
practices, such as email filtering, employee training, and robust authentication measures, can help defend against phishing threats and protect sensitive information from compromise. Overall, Gophish is a cophish linode ‘\ 5
powerful tool for conducting phishing simulations, assessing security awareness, and improving the resilience of organizations against real-world phishing threats. However, it's essential to use Gophish Kniaht E dati
responsibly and ethically, ensuring that campaigns are conducted with proper authorization and consent from stakeholders. F I U S(r:‘;l%ol o?lg‘onalrl)z?ing
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